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Objectives

– How do medical data security requirements differ 
from other networked devices and applications?

– What regulations are specific to medical device 
security?security?

– What risks do medical devices bring to my 
networks?

– Who is responsible for mitigation of risks and 
addressing issues with these devices?



Recent Article – (ISC)2

• Issue 13 (February 2011)
• The State of Secure Software



• FDA Regulatory Requirements
– Current

• 510K

– Upcoming Implementation Requirement– Upcoming Implementation Requirement
• Plan of Action for Implementation



FDA 510(k)

• Under section 510(k) of the Act, a person who intends to 
introduce a device into commercial distribution is required 
to submit a premarket notification, or 510(k), to FDA at 
least 90 days before commercial distribution is to begin.least 90 days before commercial distribution is to begin.

• Essentially a self-reporting standard
• FDA maintains a searchable database:
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfpmn/p

mn.cfm



FDA PLAN OF ACTION FOR IMPLEMENTATION OF 
510(K)

• August 2010, the FDA’s Center for Devices and Radiological Health (CDRH or the Center) 
released for public comment the preliminary reports from the 510(k) Working Group and the 
Task Force on the Utilization of Science in Regulatory Decision Making. 
– The 510(k) Working Group was charged with evaluating the 510(k) program and exploring 

actions CDRH could take to enhance 510(k) decision making. 
– The Task Force was charged with making recommendations on how the Center can – The Task Force was charged with making recommendations on how the Center can 

quickly incorporate new science, including evolving information, novel technologies, and 
new scientific methods, into its decision making in as predictable a manner as is practical. 
In addition, the Institute of Medicine (IOM) is conducting an independent evaluation of the 
510(k) program 

• FDA solicited and received a range of perspectives in developing these reports and on the 
recommendations contained in these reports at public and town hall meetings.



• CDRH developed 25 Action Items listed on the following slides
• CDRH may issue device‐specific guidance on :

– 1) when and what type of manufacturing data to submit; 
– 2) when a pre‐clearance inspection would be conducted; 
– 3) when and what types of modifications should be periodically reported in lieu of 

‐

– 3) when and what types of modifications should be periodically reported in lieu of 
submitting a 510(k); or 

– 4) when and what type of safety and effectiveness information for the device to be 
reviewed that is known to the manufacturer should be submitted as a brief 
description. 

– Because CDRH would only issue guidance on any of these four issues on a 
case‐by‐case basis there is no set timeframe for taking an action.

• FDA will post updates on the status of planned actions on CDRH’s website.



Plan of Action for FDA











Medical Device Data Systems

• Released by FDA on February 14, 2011.
• Medical Device Data Systems are off-the-shelf or custom 

hardware or software products used alone or in 
combination that display unaltered medical device data, or combination that display unaltered medical device data, or 
transfer, store or convert medical device data for future 
use, in accordance with a preset specification.



MDDS Federal Register

The Food and Drug Administration (FDA), on its own initiative, is issuing a 
final rule to reclassify Medical Device Data Systems (MDDSs) from class 
III (premarket approval) into class I (general controls).
MDDS devices are intended to transfer, store, convert from one format to
another according to preset specifications, or display medical device data. 
MDDSs perform all intended functions without controlling or altering the 
function or parameters of any connected medical devices. An MDDS is not 
intended to be used in connection with active patient monitoring. FDA is 
exempting MDDSs from the premarket notification requirements.
DATES: This rule is effective April 18, 2011. 



International Regulatory Requirements

• The IEC 80001 - The Application of Risk Management to IT-
Networks Incorporating Medical Devices, provides:
– Roles,
– Responsibilities, and
– Activities necessary for risk management.

• This security report provides:
– Additional guidance in how security capabilities might be 

referenced in both the Risk Management process and 
stakeholder communications and agreements. 

– Presents an informative set of common, high-level security 
capabilities for many IT-network connected products and 
services.



• Health Information & Management Systems 
Society (HIMSS) Medical Device Security Task 
Force

HIMSS Medical Device Security Task Force

– Manufacturers Disclosure Statement for Medical 
Device Security (MDS2)

• Current Version – based solely on HIPAA requirements
• Draft Revision to address IEC 80001 and HITECH



Current MDS2 Form



Proposed Updated MDS2 Form

Draft Revision 
addresses IEC 
800001 and 
HITECHHITECH



Mitigation and Addressing Risks

• Adapt future development to include new FDA 
guidance

• Build security into the applications and devices• Build security into the applications and devices
• Network Isolation Architecture
• Other Risk Mitigation



HIMSS MDSTF Future Projects

• Review and Release of new MDS2
• Development of Crosswalk between IEC 80001, 

NIST SP 800 series, and DIACAPNIST SP 800 series, and DIACAP



Review

– Security requirements must be considered during 
development.

– Regulations specific to medical device security should 
be more easily evaluated.be more easily evaluated.

– Medical devices can increase risks to your networks, 
risk assessment must be part of the process for 
procurement

– Assign responsibility for risk mitigation to appropriate 
individuals.
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